Nnaré>xHbin HSM

3awmta nHdopmaLuum B NIaTEXHON cucTeme 1
6e30nmacHoe xpaHeHue KpunTorpapuyecknx Kyern
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MnatéxHbiihi HSM — 370 cpeacTBO KpunTorpadmyeckon 3amnTsl MHGopMaLmn, npesHasHavyeHHoe Ans
obecneyeH s 3aLLMTbI HyBCTBUTENIbHOM HGOpMaLK, obpabaTbiBaeMol B NAATEXHOM cncteme, 1 6e30nacHoOro
XpaHeHust KpunTorpaduruecknx Karoyein, B COOTBETCTBUN C POCCUIACKUMU U 3apyBeXHbIMI CTaHAAPTaMU.

MporpamMmmHo-annapaTHbl komnaekc Kpmntolpo
HSM 2.0 R3 c nnaTéxHbIM MoAy/neM paspaboTaH B
cooTBeTCTBUN C [NonoxeHnem baHka Poccun oT 4
nroHs 2020 . N 719-Mwn PCI PTS HSM Modular Security
Requirements, nmeet cepTudumkaTtbl COOTBETCTBUA
TpeboBaHuam OCE Poccum 1 MOXET NMPUMEHATLCS
B KayecTBe niaTéxHoro HSM ansa kpuntorpadpuye-
CKOW 3awnTbl MHGOpMaLMK, obpabaTbiBaemMoli B
MAATEXHbIX CUCTeMaX.

KpunTtolpo HSM 2.0 R3 no3sosisieT Mo/ HOLEHHO
3aMeHUTb (Kak Mo GYHKLMOHaNy, Tak 1 Mo NpPon3BO-
AVNTENbHOCTN) cooTBeTCTBYOWMe HSM-moaynu
VNHOCTPaHHOrO NPOM3BOACTBA B A€NCTBYHOLLIMX CXeMax
NOAK/IFOYEHNA B pamMkax QYHKLMOHUPOBAHUSA
NHPOPMALIOHHBIX CUCTEM YYACTHUKOB GUHAHCOBOMO
pbIHKa:

> BaHKOB-3MUTEHTOB MIATEXHbIX KapTt

> BaHKOB, OCyLLEeCTBASOLLNX SKBANPUHT MAATEX-
HbIX KapT

b4 HpOLLECCVIHFOBbIX LIEHTPOB ONMepaTopoB MNaTéx-
HbIX CNCTEM

MnatéxXHblin HSM peanunsyeT nHTepdeinc nosaepxkm
ornepauunii cMcTeMbl MNAATEXHbLIX KapT, MO3BOASAS
pellaTb CegyroLLne 3ajaun:

> VHuuymanmsaums n sSMmccns NAaTéxHbIX KapT ¢
MarHUTHOW NOMI0CON, 6eCKOHTAKTHbIX 1 CMapT-
KapT, Bknro4vaa reHepauyuto PIN/CVC/CVP un
nedyatb PIN-koHBepTOB, cMeHy 1 nposepky PIN
n npoyee
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» YnpaBneHwue knto4amu (M obecneveHne bes-
OMaCcHOCTU K/THOUel) Ha BCex 3Tanax XM3HEeHHOro
Uukna (BKIoYas reHepaLmto, neyaTb KAHUeBbIX
KOMMOHEeHT, bopMUpOBaHMe Katouel 13 KOMMo-
HEHT, AnBepcuduKaLmno KatoYen, nmnopt/
3KCMOPT W TPAHCIALMIO)

»  O6paboTka MNaTEXHbIX TPAH3aKLMIA, GAHKOBCKIX
TpaH3aKkuMii OT NNATEXHbIX YCTPOMCTB

NOAAEPXXWUBAEMbBIE TEXHOJIOINU

» MWP

»  Visa VIS, Visa VCP, Mastercard M/Chip, Mastercard
MCBP, American Express AEIPS, JCB, Union Pay

> EMV3.1.1, EMV 4.1, EMV 4.3

»  Visa CVV, iCVV, CAVV; Mastercard CVC, Chip CVC,
AAV

b3 IBM 3624 (IBM Offset)
> ABA PVV
» Mastercard CAP, Visa DPA

» Global Platform Secure Channel Protocol 2
(SCP02), Secure Channel Protocol 3 (SCP03); EMV
Common Personalization Specification (EMV
CPS)

> DUKPT (X9.24)

Kpuntollpo HSM 2.0 R3 ¢ nnaTéXHbIM MOoAyeM




NoAAEPXXUBAEMbBIE AJITOPUTMbI

WundposaHue 2DES, 3DES, AES
SNeKTPoHHas noAanunch RSA, ECDSA

SHA-1, SHA-224, SHA-256, SHA-384, SHA-512, MD5,

XoLu-pyHKLM 15O 10118-2

ISO 9797-1 MAC algorithm 1, ISO 9797-1 MAC

MAC algorithm 3, ANSI X9.19, CBC-MAC, CMAC

CornacoBaHue Kiwuei ECDH

®OPMATDI PIN-BJIOKOB

®dopmat PIN-610Ka ISO Format Anroputm
ISO 9564-1 & ANSI X9.8 Format 0 0 2DES, 3DES
ISO 9564-1 Format 1 1 2DES, 3DES
Standard EMV 1996 2 2DES, 3DES
Mastercard Pay Now & Pay Later — 2DES, 3DES
Visa/Amex new PIN only — 2DES, 3DES
Visa/Amex new & old PIN — 2DES, 3DES
ISO 9564-1 & ANSI X9.8 Format 3 3 2DES, 3DES
ISO 9564-1 Format 4 4 AES

®OPMATDI KJTIOYEN
»  Key Block (B Tom umcne ANSI X9 TR-31)

» ANSIX9.17
» Variant
NMPOU3BOAUTEJIBHOCTDb

Ha npumepe onepauun TpaHcnaumm PIN-610koB:
> 10000 tps Ha AES
» 20000 tps Ha 3DES
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